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e \erification:
System is correct or incorrect.

* Robustness:
considers uncertainty.

Network Channels
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,omall perturbations to the environment or parameters do not change the
observable behavior substantially.”
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perturb internal channels

v X

Networked System Model Check Robustness



Input Channels Internal Channels Output Channels

.' Processes
Mealy Machines



e synced communication

e Instant message delivery



e perturbations # substitutions

e deletions £ extra symbol



(0,€)-robustness

o if perturbations < 6 then error in output channels < €
e error measure: d(normal output, perturbed outpur)
- Levenshtein distance

- L1 distance



emptiness

JX

N of {(
o /%€ certifies non-robustness
e |nput: string s
- simulate unperturbed execution
B S|mU‘ate pel’turbed eXGCUtIOﬂ keep track of §, € accept if not (0,€)- robustg
. = v
- keep track of the perturbations = B —
- Kkeep track of the distance of the of 2(a1)

outputs

= 1-reversal-bounded counter machine



L Imitations

e digital signals:
- d(house, mouse) = 1
- d(10,9) =7

e uncertainty:
Network Channels
B -8

behaves like an input channel




Networked systems often satety critical.

Robustness Is crucial in networked
systems!

Easy model for error-prone networks.

Al

Many distance metrics possible. - C empiiness
v X
: : : of &(«)

Possible extension: generalize error o ;
model.

keep track of §, € accept if not (0,€)- robust
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State —7

flip ﬁops

> D-robustness

if [ast mismatch in disturbance inputs < k
then last mismatch in output < k+b

Disturbance
inputs

Control inputs

"

4 )

— ® Circuit

Combinatorial [—*
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Lyl delay

i delai j‘ “n
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two different disturbance inputs
reach a reset state
after next < b identical inputs



Disturbance
inputs

Control inputs

‘"

Combinatorial

Circuit

\

Networked Circuits

Control Input

delay

delai j‘ “n

If [ast mismatch in disturbance inputs < k
then last mismatch in output < k+b

Equivalent Mealy I\/Iachiy

- Dist.T[nput
perturb internal channels

if perturbations < 6 then error in output channels < €

010101010 — 100100100
010100010 — 100101000
K=7,b="1

for one perturbation and a fixed Mealy machine,
d(normal output, perturbed output) <b + 1
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continuous

ve>0 36>0: (an arbitrarily small change (< 8) to the input value x;

and other inputs identical)
must only cause an arbitrarily small change (< €) to the output value Xx;

K-Lipschitz
continuous

(a chanoe (< €) to the input value x;
and other inputs identical)
can change the output value x; by at most K-e




(0,€)-robustness

Symbolic Robustness
with respect to the " input

if (difference in the i input < 6
and other inputs identical)
then difference in output < €




K-Lipschitz
continuous

éCOntinuousé (0,€)-robustness

Symbolic Robustness

Distances on datatypes

Distances on
seqguences of symbols

like Integers

Not directly applicable in the networked setting!

Interesting Goal:

robustness w.r.t. input/output of networked
sysiem




!eque ntll al E! rcm‘ t

X / - g T/
CLK 4
:| q | e
State 7/ B —
g
/ feedback
flip ﬁops

SSRI 9999099999990 191939919 990000 s
P

—= ’
»

Software

-

,omall perturbations to the environment or parameters do not change the
observable behavior substantially.”




K-miss-sensitivity

Sdlmle aCCess sequence

misses q (g.83<k - misses(q’,8) + ¢

iINitial cache state

How does the history influence
cache misses?

Multi-level cache models!

(r,c)-robustness

if d(s,s')< 0
then misses(s) < r(d) - misses(s’) + ¢(0)

How does a changed input
seqguence influence cache
misses?

(r,c)-competitiveness

misses(s) < r- OF:T(S) + C

misses of optimél oftline strategy

Compare to optimal strategy.



Final Conclusion

Network Channels

o Salely critical systems should be -

robust!

 Many related robustness properties,

» pbut how to combine them?

A

° V\/e a kn esse S? ,omall perturbations to the environment or parameters do not change the
observable behavior substantially.”
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